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Overview

SC- 300: Microsoft Identity and Access Administrator exam is sponsored
by Microsoft. The SC- 300 exam examines the candidate’s abilities in
executing technical tasks like conducting and implementing enterprise
Identity and Access Management by utilizing AAD(Azure Active Directory).
They also handle the tasks like administrating secure authorization and
authentication access to enterprise applications.

The Microsoft Identity and Access Administrator is an individual or
member of a big group. But the role associates with many other roles in
the company to make strategic identity projects into modernized identity
solutions, perform identity governance and perform hybrid identity
solutions.

SC-300 Microsoft Identity and Access Administrator course at Infosec
Train offers candidates with study materials and tools to pass the exam.
Trainers at Infosec Train will give you the best knowledge of the essential
concepts like creating, configuring, and managing identities, managing
user authentication, implementing app registrations, maintaining and

monitoring Azure Active Directory, and many more.
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Target Audience

The Microsoft Identity and Access administrator SC - 300 exam is for:

* Cloud Administrator

* Professional IT Security

» Microsoft Security Administrator
» Network Administrators

» Server Administrator

Pre-Requisite

« Knowledge of security and compliance

« You must be aware of compliance and security technologies

« You must be able to understand Microsoft 365 services and products
« You must be aware of cloud computing concepts

« Basic knowledge of information protection concepts
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Why Infosec Train?

Certified & Flexible Schedule
Experienced Instructor

Post Training Tailor Made Training
Support

-
5 " - " a = ’x
- LR 8 0 8 8 e
2 % % % o 0 0" o o’ o
'-l‘..."..... ¢ ® g
* s ® ¢ o o . @ L » .- . o*
.. ....‘ .‘. . L . . .. -
] s .‘ * o * » 2 ™ ° = . . »
. . » . ® " t N . A . .
. L et g™ ® s L - . . "
. . e e ?® . ® s _ 0 . . . ® . ° «* . N L
* B L g . . N o ° . -
------ . * . . ® b
. - » e ® *" o * L ® po B s® s
® o0 % o S 00 (N s " . . k] . . - - n
« * % 2 8 8 s h . . . L] . . ®
® 0 8 ', P v s D e . L B .
o o oo en e 8 ®l g® * . . -
D............::....-.. . * .s*
> L L
& % % " 0 o.-::..-:..’..'..'.’.-‘ s®® .
...... .l'..'..."l.." e ® " eSS get™ o
® . e " B s ® e * * - . . .
' o AT LI L R AN AN A % o*° .o
-
- s ® s ®** et L0 s ® e® .* ® .
. s * - s * Fl s ® s ® s® s® . e*
Al L] - .
.. - .O .. * .‘ .. s -
- - o '. . - -
. i . - .
- “ . . .. . .
- . a
.. .. - ®
.
» . -

"5 INFOSECTRAIN

Access to the
recorded
sessions

4 hrs/day in
Weekend/
Weekday



Exam Information

Exam Name

Exam Code

Exam Format

Exam Duration

Number of Questions

Exam Type

Exam Language

Exam Fee

Pass Score

Microsoft Identity and Access
Administrator

SC - 300

Multiple choice and Multi-Response
Questions

120 minutes
40-60
Online and Proctored Exam

English, Japanese, Korean,
Chinese(Simplified)

$165

700 out of 1000
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COURSE OUTLINE

Domain 1: Implement an identity management solution

« Implement initial configuration of Azure Active Directory
* Create, configure, and manage identities
* Implement and manage external identities

« Implement and manage hybrid identity

Domain 2: Implement an authentication and access
management solution

« Secure Azure Active Directory users with Multi-factor authentication
« Manage user authentication
 Plan, implement and administer conditional access

« Manage Azure AD Identity Protection

Domain 3: Implement Access management for Apps

« Plan and design the integration of enterprise apps for SSO
« Implement and monitor the integration of apps for SSO

« Implement app registration

Domain 4: Plan and implement an Identity Governance strategy

« Plan and implement entitlement management
 Plan, implement and manage access reviews
* Plan and implement privilege access

« Monitor and maintain Azure Active Directory
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