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Highlights
Course

40 hours of Instructor-led training

Career-oriented Skill-based Course

Recorded Sessions

Learn from Industry Experts
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COURSE DESCRIPTION
The Certified Data Privacy Professional (CDPP) training from 
Infosectrain is an extensive certification course that empowers you 
with essential competencies to implement and manage ISO 27701 
based Privacy Framework. It also gives you knowledge about different 
data privacy laws and regulations from different regions and 
countries. The certification has been exclusively designed to focus on 
delivering understanding of the Generally Accepted Privacy principles 
and implementation methods for organizational Information Systems.
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Case study (Employee Management System Application (EMS) 
Privacy by Design)

Case study (Customer Relationship Application (CRM) Privacy 
data security)

Laws, Regulations & Standards
referred to in this course

Case Studies discussed

GDPR CCPA
California

Consumer 
Privacy Act

General Data 
Protection 
Regulation

PDPB

ISO
27701

ISO
27001

ISO
27002

Personal Data 
Protection Bill



InfosecTrain is a proficient technology and security training 
and consulting organization across the globe, specializing in 
various IT security courses and services. Our Certified Data 
Privacy Professional (CDPP) training aims to explain to you all 
about the privacy framework. You can leverage the following 
benefits with InfosecTrain:

Why CDPP Certification
Training with Infosectrain?

Hand-on practical experience

Flexible training schedule

Recorded videos after the session

Post-training assistance

Create groups for discussion

Certificate of participation 
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Target Audience

Anyone who is interested to implement and manage the Privacy Framework

Auditors interested to learn about Data Privacy

IT security management professionals

Privacy Officers and Compliance professionals

Data Protection Officers

Information Security professionals

IT Expert Advisors

Pre-requisites

Data Privacy 

Information Security

Technology and Data Privacy Laws

1-2 years of experience working in IT or related field

It is recommended to have a basic understanding of:
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Exam
Details

This is an open-book exam with one free retake.

An exam will be conducted at the end of this course
and candidates who clear the exam will be awarded
with the certificate. The details of the exam are:

NO. OF
QUESTIONS

EXAM DURATION 120 MINUTES

EXAM MODE ONLINE PROCTORED EXAM

EXAM LANGUAGE ENGLISH

50

EXAM
FORMAT

MULTIPLE CHOICE
QUESTIONS
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> What is Privacy Information Management System (PIMS)

> Fundamental concepts of PIMS and ISMS 

   (Information Security Management System)

> PIMS Scope, Policy and Management approval

PIMS & ISO 27701 Overview

Few Fundamental Concepts in detail

> Privacy Impact Assessment – PIA

> Statement of applicability

> What documentation are needed?

PIMS Implementation

> Processing personal data

> Lawful Processing

> Conditions for consent

> Notification of a personal data breach

> Transfer of personal data to other countries

Data Subject 

Course Content
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> Privacy Governance

> Privacy Management

> Privacy Frameworks

> Privacy Roles and Responsibilities

> Privacy Training & Awareness

Privacy Governance & Management

> Risk Management Life Cycle

> Third Party Risk Management

> Privacy Incident Management

> Privacy Impact Assessment

> Case study (Customer Relationship Application (CRM) Privacy data security)

Privacy Risk Management

> Infrastructure

> Privacy by Design

> Privacy Protecting SDLC

> Privacy by Default

> Information Security

Privacy Architecture
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Career
Benefits
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HIRING COMPANIES

Compliance
Lead 

$102,046

Internal
Auditor for

Data Privacy 

 $120,000

Data Privacy
Implementation

Specialist

$76,613

Data Privacy
Analyst

$82,000

Risk
Manager for

Data Privacy 

$159,640
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